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Preface

Document Conventions

The following tables list the text and notice conventions that are used throughout this guide.

TABLE 1 Text conventions

Convention Description Example
monospace Identifies command syntax , , ,
device (config) # interface ethernet 1/1/6
examples.
bold User interface (Ul) components such | On the Start menu, click All Programs.

as screen or page names, keyboard
keys, software buttons, and field
names

ftalics Publication titles Refer to the Ruckus Small Cell Release Notes for more information

Notes, Cautions, and Warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of potential
hazards.

NOTE
A NOTE provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related information.

CAUTION
A A CAUTION statement alerts you to situations that can be potentially hazardous to you or cause damage to hardware, firmware,
software, or data.

DANGER
A A DANGER statement indlicates condiitions or situations that can be potentially lethal or extremely hazardous to you. Safety labels
are also attached directly to products to warn of these condiitions or situations.

Command Syntax Conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their logical
relationships.

Convention Description

bold text Identifies command names, keywords, and command options.
ftalic text Identifies a variable.

[ Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

{x|lylz} A choice of required parameters is enclosed in curly brackets separated by vertical bars. You must select
one of the options.

x|y A vertical bar separates mutually exclusive elements.

<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.

Repeat the previous element, for example, membedmember...].

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Preface
Contacting Ruckus Customer Services and Support

Convention Description

\ Indicates a “soft” line break in command examples. If a backslash separates two lines of a command input,
enter the entire command at the prompt without the backslash.

Document Feedback

Ruckus is interested in improving its documentation and welcomes your comments and suggestions.
You can email your comments to Ruckus at: docs@ruckuswireless.com

When contacting us, please include the following information:
e Document title and release number
e Document part number (on the cover page)
e Page number (if appropriate)
e  For example:

—  Ruckus Small Cell Alarms Guide SC Release 1.3
—  Part number: 800-71306-001
— Page 88

Ruckus Product Documentation Resources

Visit the Ruckus website to locate related documentation for your product and additional Ruckus resources.

Release Notes and other user documentation are available at https://support.ruckuswireless.com/documents. You can locate
documentation by product or perform a text search. Access to Release Notes requires an active support contract and Ruckus Support
Portal user account. Other technical documentation content is available without logging into the Ruckus Support Portal.

White papers, data sheets, and other product documentation are available at https://www.ruckuswireless.com.

Online Training Resources

To access a variety of online Ruckus training modules, including free introductory courses to wireless networking essentials, site surveys,
and Ruckus products, visit the Ruckus Training Portal at https://training.ruckuswireless.com.

Contacting Ruckus Customer Services and Support

The Customer Services and Support (CSS) organization is available to provide assistance to customers with active warranties on their
Ruckus Networks products, and customers and partners with active support contracts.

For product support information and details on contacting the Support Team, go directly to the Support Portal using https://
support.ruckuswireless.com, or go to https://www.ruckuswireless.com and select Support.

What Support Do | Need?
Technical issues are usually described in terms of priority (or severity). To determine if you need to call and open a case or access the self-
service resources use the following criteria:

e  Priority 1 (P1)—Critical. Network or service is down and business is impacted. No known workaround. Go to the Open a Case
section.

Configuring Cloudpath to Integrate With a SAML Authentication Server
Part Number: 800-71841-001 7
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Overview of Using SAML as an Authentication Server for Cloudpath

e Priority 2 (P2)—High. Network or service is impacted, but not down. Business impact may be high. Workaround may be available.
Go to the Open a Case section.

e  Priority 3 (P38)—Medium. Network or service is moderately impacted, but most business remains functional. Go to the Self-Service
Resources section.

e Priority 4 (P4)—Low. Request for information, product documentation, or product enhancements. Go to the Self-Service
Resources section.

Open a Case

When your entire network is down (P1), or severely impacted (P2), call the appropriate telephone number listed below to get help:
e Continental United States: 1-855-782-5871
e Canada: 1-855-782-5871

e Europe, Middle East, Africa, and Asia Pacific, toll-free numbers are available at https://support.ruckuswireless.com/contact-us and
Live Chat is also available.

Self-Service Resources

The Support Portal at https://support.ruckuswireless.com/contact-us offers a number of tools to help you to research and resolve problems
with your Ruckus products, including:

e Technical Documentation—https://support.ruckuswireless.com/documents

e Community Forums—https://forums.ruckuswireless.com/ruckuswireless/categories

e Knowledge Base Articles—https://support.ruckuswireless.com/answers

e Software Downloads and Release Notes —https://support.ruckuswireless.com/software

e Security Bulletins —https://support.ruckuswireless.com/security

Using these resources will help you to resolve some issues, and will provide TAC with additional data from your troubleshooting analysis if
you still require assistance through a support case or RMA. If you still require help, open and manage your case at https://
support.ruckuswireless.com/case_management

Overview of Using SAML as an Authentication Server
for Cloudpath

Security Assertion Markup Language (SAML) 2.0 is one of several authentication-server methods that Cloudpath supports.

SAML 2.0 is an XML-based protocol that uses security tokens containing assertions to pass information about an end user between a
SAML Identity Provider (IdP) and a SAML Service Provider (SP).

To establish trust between Cloudpath and a SAML IdP, configuration is required on both Cloudpath and the IdP.

Required Parameters

The following are required parameters with any SAML authentication:

e |dP Metadata URL: URL of the SAML metadata file. |dPs typically publish SAML metadata at a publicly available URL. The
Cloudpath system periodically fetches the metadata from this URL to obtain configuration details about the desired SAML
communication options the that IdP requires.

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using SSOCircle as the SAML Identity Provider
Adding a SAML Step To Your Workflow

e  Entity IDs: An entity ID is a globally unique name for a SAML entity - either an IdP or an SP:

— |dP Entity ID: The IdP entitylDis the identity of the identity provider. Example: https://idp_name.example.edu/idp
—  SP Entity ID: The SP entitylDis the identity of the service provider. Example: https://sp_name.example.edu/sp

NOTE

The SP Entity ID URI uniquely identifies the Cloudpath SAML authentication server as a Service Provider (SP) to the
IdP. This becomes the entitylD attribute of the EntityDescriptor element within the SP metadata XML that gets
uploaded to the IdP. Changing this value after configuration has been completed requires the service provider
metadata to be re-uploaded to the IdP.

Proceeding With One of the Tested SAML Configurations

This document presents four different, tested methods that you can use in which SAML is the authentication server:
e Using SSOCircle as the SAML Identity Provider on page 9
e Using Shibboleth as the SAML Identity Provider on page 23
e Using Gluu as the SAML Identity Provider on page 30
e Using Google GSuite as the SAML Identity Provider on page 43

Using SSOCircle as the SAML Identity Provider

You can use SSOCircle as the public SAML IdP with a tested Cloudpath configuration.

SSOCircle provides a ready-to-use Identity Provider that uses several strong 2-factor authentication methods.

Basic Tasks for Using SSOCircle

Configure SAML using SSOCircle as the IdP by performing the following tasks sequentially:
1. Adding a SAML Step To Your Workflow on page 9

Adding the SSOCircle SAML Authentication Server to the Workflow on page 10

Downloading the SAML Metadata for SSOCircle on page 15

Configuring Your Account on SSOCircle on page 17

Publishing the Workflow for SAML SSOCircle on page 22

S T S

Testing the User Experience for SAML SSOCircle on page 22

Adding a SAML Step To Your Workflow

A SAML authentication server may be added to the workflow in place of a traditional Active Directory or LDAP server for authenticating
users.

Determine in which branch and in which step to add a SAML authentication server plug-in to the workflow. For example, in the default
workflow, you might create a split for Guests and Employees, and you could then use a SAML authentication server instead of the Active
Directory authentication server, as shown below.

1. Log in to the Cloudpath user interface.

Configuring Cloudpath to Integrate With a SAML Authentication Server
Part Number: 800-71841-001 9



Using SSOCircle as the SAML Identity Provider

Adding the SSOCircle SAML Authentication Server to the Workflow

2. Go to Configuration > Workflows.

Click on a workflow (or create a new one) for which you want to configure SAML as the authentication server.

Highlight the tab in the workflow where you want to add the SAML authentication-server step. In this example below, it is the

Employees tab.

FIGURE 1 Adding a SAML Step To Your Workflow

Propert Enroliment Process Look
=
S 1
[ 2
S 1 Guesis
=
2 Assign 2 de i

& Feel Snapshot(s)

Advanced

ceptthe AUF Acceptable Use Policy

X & Employees

N,
1]
X
i

5. With the Employees branch of the workflow highlighted, click the blue arrow to insert a step below the Guests/Employees split.

Adding the SSOCircle SAML Authentication Server to the Workflow

1. Once you click the arrow to insert the SAML step, you receive the following prompt:

"Which Type Of Step Should Be Added?"

10

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using SSOCircle as the SAML Identity Provider
Adding the SSOCircle SAML Authentication Server to the Workflow

2. Select the button to authenticate to a traditional authentication server, as shown in the following screen:

FIGURE 2 Authenticate to a Traditional Authentication Server

Configuration > Workflows > Insert Step m m

Which Type Of Step Should Be Added?

Display an Acceptable Use Policy (AUP).

Displays
agreement (EULA)

a message o the user and requires that they signal their accaplance. This is normally used for an acceptable use policy (AUP) or énd-user license

L Authenticate to a traditional authentication server.

Prompts the user to authenticate to an Active Directory server, and LDAP server, RADIUS or a SAML server

Ask the user to name their device,

with the oplion to reuse or delete previously enrolled devices, This may suggest that old devices be

um number of concurren! devices

Click Next.

If you have already defined an authentication server, you will get a prompt asking whether you want to reuse an existing
authentication server or define a new authentication server. Choose the radio button to define a new authentication server, then
click Next.

Configuring Cloudpath to Integrate With a SAML Authentication Server
Part Number: 800-71841-001 1



Using SSOCircle as the SAML Identity Provider
Adding the SSOCircle SAML Authentication Server to the Workflow

5. On the Authentication Server Configuration screen, select the Connect to SAML radio button:

FIGURE 3 Authentication Sever Configuration Screen

Connect to Active Directory

i Defaull AD Domisin:

i ADHost:
i AD Di:
i ADUsername Attribute: SAM Account Name v

i Perform Status Check:

i Use For Adrmdn Logins:

i Use For Sponsor Logins: i

i Fam Authentication Tesi?

Connect to LDAP

Connect to RADIUS

L Connect 1o SAMIL

Use Onboard Database

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using SSOCircle as the SAML Identity Provider

Adding the SSOCircle SAML Authentication Server to the Workflow

6. Complete the configuration as shown in the example below:

NOTE

You can click the

FIGURE 4 SAML Configuration Fields for SSOCircle

icons next to the field names to obtain the information required for each field.

Connect to SAML

Salect this option 1o enable end-users to authenticale via 3 SAML 2.0 1dP

AR

uired SAML Information

IdiP Metdata Type

IdP Metadata URL

IdP* EntitydD

SP EntityiD

Attribute to Enrollment Maj pings

URL ¥

hitps:/idp.ssocircle.com

hitps:#idp ssocircle.com

urn'testsami cloudpath:Jeft

Attribute Mapping Templates: eduPersor

Usermame Attribute

Common Name Attribute

Affiliation/Group Attribute

Email Attribute

First Name Attribute

Last Name Attribute

City Attribute

State Attribute

Country Attribute

Emailaddress

Emailaddress

FirsthMame

LastName

e Required SAML Configuration section:

|dP Metadata Type: Use the URL option.

— |dP Metadata URL: Enter the URL of: https://idp.ssocircle.com
— |dP EntitylD: Enter the URL of: https://idp.ssocircle.com
—  SP EntitylD: Enter the string urn:testsaml:cloudpath:followed by your first name. For example: urn:testsaml:cloudpath:Jeff

e  SAML Attribute to Enrollment Mappings - Required fields:

—  Username Attribute: Must be EmailAddress

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using SSOCircle as the SAML Identity Provider
Adding the SSOCircle SAML Authentication Server to the Workflow

14

—  Email Attribute: Must be EmailAddress
—  First Name Attribute: Must be FirstName
—  Last Name Attribute: Must be LastName

NOTE
You can use defaults for the remaining fields.

e SAML Options (not shown in the screen shot above): Use all default settings.

Click Next.

The Server Certificate Information screen appears:

FIGURE 5 Pin or Upload the Current Server Certificate

Configuration > Workflows > Insert Step

Server Cenlificate Information

To authenticate via a SAML Identity Provider (1dP), the systemn needs to knowwhich IdP HTTP SSL server certificate to accept

&  Pin the Current Server Certificate.

Upload the Chain for the Server Certificate.

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using SSOCircle as the SAML Identity Provider
Downloading the SAML Metadata for SSOCircle

8. You can leave the Pin the Current Server Certificate radio button selected, or you can select the other radio button and upload the
CA certificate for the SAML server (if you have that certificate). Whichever method you choose, click Next when you are done.

You are returned to the workflow screen, as shown in the example below:

FIGURE 6 Workflow After SAML Has Been Configured as Authentication Server

roperties Enroliment Process Look & Feel aNapsnous Advanced
w  Inser Step Here
U Acceptable Use Policy S X =
e
X #  Employees S = X =
=
Prompt the user for credentials from Jeff SAML S X O 0
=
Assign a device configuration and/or certificate /7

Downloading the SAML Metadata for SSOCircle

1. Inthe workflow, click the arrow (circled in red in the figure below) to download the SAML metadata:

FIGURE 7 Download Icon in Workflow for SAML Metadata

-

Step 3 Prompt the user for credentials from Jeff SAML s X ® @ i ]

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using SSOCircle as the SAML Identity Provider
Downloading the SAML Metadata for SSOCircle
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You will need to copy the contents to a clipboard in upcoming steps. For now, you can open the metadata file using Notepad to
view the contents.

A snippet of what this metadata should look like is shown below:

FIGURE 8 SAML Metadata Snippet for SSOCircle

<?xml version="1.0" encoding="UTF-8"7>
B<md:EntityDescriptor entityID="urn:testsaml:cloudpath:Jeff" umlins:md="urn:ocasis:names:fc:SAML:2.0:metadata™>

MA4GALUECEMHOXIpemOUYTETMEBEGALVEBXMKUZNVAHRZZGF s 2TEAMBYGALUVEChMRR2 9EYWRke 557
b20sIEluYy4xLTArBgNVBASTIGhOdRAGLY 9] ZXJ0cy Snb2RhZGRSLmNvE S 9y ZXBve210b3J5L2E2
MDEGA1UEAXMqR2B8gRGFk ZHkgU2VidXI1IENlcnRpZmliYXR1IEF1dGhvemlOeSAtIEcyMB4XDTES
MTIWODAWMDEWMEOXDTE4NTIWODAWMDEWMF oWRZERMBEGALUECKMYRG It YWLUIENvENRYb2WgVmEs
aWRhdGVEMSIWIAYDVQQDDBkgLnd3aWlucnVja3vVzd2lyZWxle3MuY2 9tMITIBIJANBgkghkiGSw0B
AQEFAROCAQBAMIIBCGKCAQERkqQyIcvoQhHWT Tk txyIHIKolOof1555HWvoULdTPrCTRIL4GB4dxY /
D8IrbzuwCtWDilsMLU4J)SBpgN9/gFuaZZmEpa7CAhEQ] TvveQowlB8lHvTNeToso56dgnxJgleYE
90sFEVVMb LKWy nl1XUiFlp3QjS3swMOkbIJ2pygNQYExdwglRdeJel5+t8LndGUGk £qM/RwsFg9cC
JO3APA++4TSSLISBRIPr 7/ tgSqZTHUHLESERY 6LOGOYY +uVowxXsSFNEnSJoEXIbhC/h28oDgmA3
o 6bi+t1lIwth6gQUGNLIEZruRwbspocHgbQAWX 1 S50LOGONVZECLPovdQl 6Ws IWIDAQABo4IBODCC
AcwwDAYDVROTAQH/BAIWADAABgNVHSUEFJAUBggr BgEFBQCDAQY IKWYBBQUHAWIWDgYDVROPAQH/
BAQDAGWIMDCGALUAEWOWMCAWLKAQOCLGIMhOdHAGLY 95 crmwuZ2 9k YWRkeS53b20vZ2RpZ2JZzMS03
OTQUY3TsMFOGALIUdIARWMFQWSAYLYIZIAYD SbQERFWEWOTA3BggrBgEFBQcCARY raHR0cDovL2ZN1

DTl ayrund Eak o ol st s Gaagaro, Al e S T T R T D T e D R D e T U DDA I R ST
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Using SSOCircle as the SAML Identity Provider
Configuring Your Account on SSQCircle

Configuring Your Account on SSOCircle

1. Inabrowser, go to the following URL: https://idp.ssocircle.com/sso/Ul/Login

The SSO login screen appears.

FIGURE 9 SSO Login Screen

Home

Microsoft Office365 SAML
Authentication Bypass.

Are you sure your SP is not vulnerable?
Click here to get more information.

% user name / password

User Name: Icloudpalh

Login

Logout

Password: Io T

I Log In ] | New User ]

I Certificate Log In I

[ OTP Log In |

[ Swekey Log In |

Swekey&Pin LogIn |

[ Yubikey Log In |

| Yubikey & Pin Login |

*828288

[ MSISDN Log In I

In order to use Strong Authentication with Certificate Based Log In, you need to enroll a certificate with the
QEYNCirrla CA Raad mars

Use your credentials to log in (or create a new account if you do not already have one):

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using SSOCircle as the SAML Identity Provider
Configuring Your Account on SSOCircle

2. Click Log In.

The User Profile screen appears, as shown in the following example screen:

FIGURE 10 User Profile Screen

Logout

My Profile

My SAML Federations
My OpenID Trust
My Client Certificate
Manage Metadata
My Identity Graph
SS0 Check

My Audit

My Debug

My Monitor

My Subscriptions

User Profile

Attribute

User ID

Google Apps Email
CpenlD 1.0 Identifier
Client Certificate

Given name
Surname

Email
ePass OTP token number

Yubikey ID

Yubikey PIN

Swekey ID detect
Swekey PIN

MSISDN identification
Password (length > 8)

Retype Password

Value

cloudpath

Mo longer available
http://cloudpath.ssocircle.com

Mot Enrolled
Cloudpath

SAMLTest

useri@cloudpath.net
not assigned

not assigned

not assigned

not active

Submit

18
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Using SSOCircle as the SAML Identity Provider
Configuring Your Account on SSOCircle

3. Click Manage Metadata on the left side of the screen.

The Manage your Service Provider Metadata screen appears:

FIGURE 11 Manage your Service Provider Metadata Screen

Logout Manage your Service Provider Metadata
My Profile

SAML Service Provider Entity Expiration
My SAML Federations

urn:testsaml:cloudpath:leff 2018-02-18 18:13:33 GMT
My OpenID Trust

urn:testsaml:cloudpath:nick expired

My Client Certificate
urn:testsaml:cloudpath:westminster 2017-10-24 06:00:00 GMT
Manage Metadata
Remove Metadata
My Identity Graph

Add new Service Provider

550 Check

My Audit SS0Circle Public IDP Metadata

My Debug SsOCircle Public IDP Metadata (deprecated)

My Monitor B> X
My Subscriptions - =

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using SSOCircle as the SAML Identity Provider
Configuring Your Account on SSOCircle

4. Click the Add new Service Provider link.

The SAML Service Provider Metadata Import screen appears:

FIGURE 12 SAML Service Provider Metadata Import Screen

Logout SAML Service Provider Metadata Import

My Profile
User ID: cloudpath

My SAML Federations
My OpenID Trust 10T
My Client Certificate ) .
Enter the FQDN of the ServiceProvider ex.: sp.cohos.de
Manage Metadata

My Identity Graph

SS0O Check
) Attributes sent in assertion (optional)
My Audit
My Debug FirstName
My Monitor LastName
My Subscriptions EmailAddress

UserlD

Insert the SAML Metadata information of your SP
If your SP does not provide a XML formatted SAML Metadata document, you can build it here

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using SSOCircle as the SAML Identity Provider
Configuring Your Account on SSOCircle

5. On the SAML Service Provider Metadata Import screen, do the following:

a) For the FQDN, enter the SP Entity ID exactly as you entered it in your Cloudpath system: urn:testsaml:cloudpath: <your first
name>. See Figure 4 on page 13.

b) Inthe Attributes section, check FirstName, LastName, and EmailAddress.

c) Inthe Insert the SAML Metadata information of your SP section, copy and paste the entire contents of the metadata file that
you downloaded earlier into the box provided. (Make sure there is no white space before the pasted contents.)

Once you have entered the necessary information, the SAML Service Provider Metadata Import screen should look similar to the
following (not all of the metadata is shown below, however):

FIGURE 13 SAML Service Provider Metadata Import Screen After Information is Entered

Legout SAML Service Provider Metadata Import

My Profile
User ID: cloudpath
My SAML Federations

My OpenID Trust Submit

My Client Certificate Enter the FQDN of the ServiceProvider ex.: sp.cohos.de

Manage Metadata
urn:testsaml:cloudpath: Jeff

My Identity Graph
550 Check Attributes sent in assertion {optional)

My Audit
¥ Firstame

My Debug ¥ LastMame
My Monitor ¥ EmazilAddress
My Subscriptions UserlD

Insert the SAML Metadata information of your SP
If your SP dees not provide a XML formatted SAML Metadata decument, you can build it hers

nRyb2wg\VmFs -
aWRhdEVkMS IwIAYDVQQDDBkqLnd2akUucnyja3vzd 21y Zhx1c 3MuY29tMIIBI JANB
gkghkiGowas

AQEFAADCAQBAMIIBCEKCAQEAkgy JovoQhHWT 7ktxy9H Kolof 1s55HwwolULd7PrCT
xJ11laGBadxy/
D3IrbzuwCtWDilsMLU41jSBpgNe/ gFuaZZmEpa? CAREQ] 7vvrQowd81Hy TNeTosas
GdgnxJ1gleYE

90sFFVWMbLOKwyn1XUiF 1p3QjS3swMokbI12pyqNQYExdwglRdc Je 15+t 8LndGUGk
TgM/RwsFgaC

J@3ApA++4755LIsBRIPr7/ tg5qZ IHUHEESbky ELOGoYY +uVowxXsSFNERSJoEx bh

C/h28cDgma3
06bli+t1IwMhEgQUGENL JEZruKwes pocHgbQAakx 150L8G0ONYz EoLPovdQQLeks IwIDA
QABC4IEBDCC
AcvnDAYDVRETAQH, BAIwADADBENVYHSUEF JAUBgg rB gEFBQc DAQY IKWYBBQUHAWI WD
gYDVREPAQH/
BAQDAgkgMD caALUdHWOWMC 4w LKAGoCiGImhadHABLY S jemw Z29 kY lRke S5 jb28vE
2ZRpZzlzMs@3
OTQuY2IsMFeGAIUdTARWMF QusAY LY LZIAYESbQEHFWEWOTAIBEErBgEFBQCCARY ra
HR@cDowvL2N1
cnRpZmlj¥XR1lcySnb2RhZGRSLmNvESOyZXByc21eb3]5LzATEEZngwBAgEWdgY IK
wWYBBQUHAQEE
ajBoMCOGCCsGAQUFBzABhhhodHRWO1Bvb2NzcConb2RhZGRS LmNvbSBwAY IKWYEB
QUHMAKGNGhe
dHAELY ] ZX1@aWZpY 2FOZXMUZ 29k YRke S5 Jb28vemviub3Npda9yeSOnZalnMisjc
nQuHWYDVRE]
(=] =] = LLORAL o 4 AR T oL, SO0 L Lo T DO R D T T TR S e d 21 T oDy
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Using SSOCircle as the SAML Identity Provider
Publishing the Workflow for SAML SSOCircle

6. Click Submit.

If the import is successful, you will receive a message such as the following:

FIGURE 14 Metadata-Import -Successful Message

Meta Data Import

Metadata was successfully imported

5P Expiration time: 2018-02-25 02:16:15 GMT

7. Click Logout.

Publishing the Workflow for SAML SSOCircle

1. Return to the workflow on your Cloudpath system by navigating to the Configuration > Workflows screen.
2. Complete the workflow by adding a device configuration. Refer to Adding a Device Configuration to Your Workflow on page 60.

3. Publish the workflow by clicking the Publish icon to the left of the workflow name.

Testing the User Experience for SAML SSOCircle

1. Test the enrollment process by clicking on the enrollment portal URL for the workflow at the top of the Configuration > Workflows
screen.

When are you presented with the with the Welcome screen, click Start.

When you are presented with various branches of your workflow, navigate down a branch that uses the SAML authentication
server you just configured.

You are directed to the SSOCircle login page.

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using Shibboleth as the SAML Identity Provider
Basic Tasks for Using Shibboleth

4. Log in with the your credentials.

The SAML consent page appears:

FIGURE 15 SAML Consent Page

Logout SAML Consent Page

My Profile ) _
Please proof that you are not a ROBOT and click "continue"
My SAML Federations
Want to get rid of this robot stuff and the annoying advertising?
My OpenlID Trust
Buy SSOCircle Premium Account

My Client Certificate
or any other hosted or SS0OCheck enabled option: IDP Pricing or SS0Check API

Manage Metadata

My Identity Graph n
$S0 Check I'm not a robot

My Audit ‘: »__
My Debug - Continue SAML Single Sign On

5. Check the "I'm not a robot" box, and follow the on-screen instructions.
6. When a green check mark appears next to the "I'm not a robot" box, click Gontinue SAML Single Sign On.

7. If the SAML authentication is successful, you are returned to the Cloudpath system, where you can continue with the enrolliment.

Using Shibboleth as the SAML Identity Provider

You can use Shibboleth as the public SAML IdP with a tested Cloudpath configuration.

Shibboleth allows users to securely send trusted information about themselves to remote resources. This information can used for
authentication, authorization, content personalization, and enabling single sign-on from many different providers.

Basic Tasks for Using Shibboleth
Configure SAML using Shibboleth as the IdP by performing the following tasks sequentially:
1. Adding a SAML Step To Your Workflow on page 24
Adding the Shibboleth SAML Authentication Server to the Workflow on page 24
Downloading the Shibboleth SAML Metadata on page 29

2
3
4. Adding the Metadata to Your Shibboleth Identity Service Provider on page 29
5. Publishing the Workflow for SAML Shibboleth on page 30

6

Testing the User Experience for SAML Shibboleth on page 30

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using Shibboleth as the SAML Identity Provider
Adding a SAML Step To Your Workflow

Adding a SAML Step To Your Workflow

A SAML authentication server may be added to the workflow in place of a traditional Active Directory or LDAP server for authenticating
users.

Determine in which branch and in which step to add a SAML authentication server plug-in to the workflow. For example, in the default
workflow, you might create a split for Guests and Employees, and you could then use a SAML authentication server instead of the Active
Directory authentication server, as shown below.

1. Log in to the Cloudpath user interface.
Go to Configuration > Workflows.

Click on a workflow (or create a new one) for which you want to configure SAML as the authentication server.

M

Highlight the tab in the workflow where you want to add the SAML authentication-server step. In this example below, it is the
Employees tab.

FIGURE 16 Adding a SAML Step To Your Workflow

Properties Enreliment Process Look & Feel Snapshot(s) Advanced
-
Step 1 Require the user to accept the AUP Acceptable Use Policy s X =
-
Step 2 Allmatches in. |Guests | | w4  gmuioyees S = X =
=
Result Assign a device configuration andfor centificate rd

5. With the Employees branch of the workflow highlighted, click the blue arrow to insert a step below the Guests/Employees split.

Adding the Shibboleth SAML Authentication Server to the Workflow

1. Once you click the arrow to insert the SAML step, you receive the following prompt:

"Which Type Of Step Should Be Added?"

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using Shibboleth as the SAML Identity Provider
Adding the Shibboleth SAML Authentication Server to the Workflow

2. Select the button to authenticate to a traditional authentication server, as shown in the following screen:

FIGURE 17 Authenticate to a Traditional Authentication Server

Configuration > Workflows > Insert Step m m

Which Type Of Step Should Be Added?

Display an Acceptable Use Policy (AUP).

Displays
agreement (EULA)

a message o the user and requires that they signal their accaplance. This is normally used for an acceptable use policy (AUP) or énd-user license

L Authenticate to a traditional authentication server.

Prompts the user to authenticate to an Active Directory server, and LDAP server, RADIUS or a SAML server

Ask the user to name their device,

with the oplion to reuse or delete previously enrolled devices, This may suggest that old devices be

um number of concurren! devices

Click Next.

If you have already defined an authentication server, you will get a prompt asking whether you want to reuse an existing
authentication server or define a new authentication server. Choose the radio button to define a new authentication server, then
click Next.

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using Shibboleth as the SAML Identity Provider
Adding the Shibboleth SAML Authentication Server to the Workflow

5. On the Authentication Server Configuration screen, select the Connect to SAML radio button:

FIGURE 18 Authentication Sever Configuration Screen

Connect to Active Directory

i Defaull AD Domisin:

i ADHost:
i AD Di:
i ADUsername Attribute: SAM Account Name v

i Perform Status Check:

i Use For Adrmdn Logins:

i Use For Sponsor Logins: i

i Fam Authentication Tesi?

Connect to LDAP

Connect to RADIUS

L Connect 1o SAMIL

Use Onboard Database

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using Shibboleth as the SAML Identity Provider
Adding the Shibboleth SAML Authentication Server to the Workflow

6. Complete the configuration. An example configuration screen is shown below, and descriptions of the fields follow the screen.

NOTE
You can click the

icons next to the field names to obtain the information required for each field.

FIGURE 19 SAML Configuration Fields for Shibboleth

* Connectio SAKL

i P Metdata Type URL v

i P Metadata LRI hitps/Mestshib org/metadatatestshib-providers xami
i IaP EntitiD hitps:/dp testshib orghdpsshibboleth

i SPEntitylD urn;testsami cloudpath: e

Aftribute Mapping Templates:

Username Attribute uid

Comenon Name Attribute eduPersonPrincipalName
1 AmEstionGroup Alnibute eduPersonAffiliation
i Emadl Attribute egupezsonpllﬂcrpa'.h]ame
i First Nama Aftribute gn@n!’uan‘:e
i Last Hame Aftribuie a0

City Attribate

i State Attribute

Country Atiribate

i Ol ATribte

i Distinguished Hame Attribute en

Company Attribute

i Department Attribute

Office Mamme Afiribaste

e Required SAML Configuration section:

—  |dP Metadata Type: Use the URL option.
— |dP Metadata URL and IdP EntitylD: These URLs should be in a format similar to: idp.<customer_ shibboleth_
server>.0rg
—  SP EntitylD: Enter the string urn:testsaml:cloudpath:followed by your first name. For example: urn:testsaml:cloudpath:Jeff
e  SAML Attribute to Enrollment Mappings - Required fields:

—  Username Attribute: Must be uid

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using Shibboleth as the SAML Identity Provider
Adding the Shibboleth SAML Authentication Server to the Workflow

—  Common Name Attribute: Must be eduPersonPrincipal_Name
- Affiliation/Group Attribute: Must be eduPersonAffiliation

—  Email Attribute: Must be eduPersonPrincipal_Name

—  First Name Attribute: Must be givenName

—  Last Name Attribute: Must be sn

—  Distinguished Name Attribute: Must be cn

NOTE
You can use defaults for the remaining fields.

e  SAML Options (not shown in the screen shot above): Use all default settings.
7. Click Next.

The Server Certificate Information screen appears:

FIGURE 20 Pin or Upload the Current Server Certificate

Server Cerificate Information

To authenticate via a SAML Identity Provider (1dP), the system needs o know which IdP HTTP SSL server certificate to accept

® Pin the Current Server Certificate.

Pin the current server certificate as atr tad 3 rtif t Tr = the o vel and 63 vof it muet e uodated when the certif

Upload the Chain for the Server Certificate.

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using Shibboleth as the SAML Identity Provider
Adding the Metadata to Your Shibboleth Identity Service Provider

8. You can leave the Pin the Current Server Certificate radio button selected, or you can select the other radio button and upload the
CA certificate for the SAML server (if you have that certificate). Whichever method you choose, click Next when you are done.

You are returned to the workflow screen, as shown in the example below:

FIGURE 21 Workflow After SAML Has Been Configured as Authentication Server

Properties Enroliment Process Look & Feel Snapshot(s) Attvanced
mp Insert Step Here
Step 1 Require the user to accept the AUP Acceptable Use Policy /‘ X =
=
Step 2 All matches in Guests % ’I- Employees ," = % IEI
=
Step3 Promptthe user for credentials from Jeff SAML s X ® £ 0
=
Assign a device configuration and/or certificate ra

Downloading the Shibboleth SAML Metadata

1. In the workflow, click the arrow (circled in red in the figure below) to download the SAML metadata:

FIGURE 22 Download Icon in Workflow for SAML Metadata

-

Step 3 Prompt the user for credentials from Jeff SAML s X ® @ i ]

2. Save the XML metadata to a local file in the following format: testsaml_cloudpath_<your_first_name>.xml. Example:
testsaml_cloudpath_jeff.xml

Adding the Metadata to Your Shibboleth Identity Service Provider

1. In a browser, go to the URL of your Shibboleth server.
On the Shibboleth site, click the Choose File button at the bottom of the screen.

Browse to select the metadata file that you previously downloaded, then click the Upload File button.

You should receive a message on the next screen that indicates that your metadata was uploaded successfully.

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using Gluu as the SAML Identity Provider
Publishing the Workflow for SAML Shibboleth

Publishing the Workflow for SAML Shibboleth

1. Return to the workflow on your Cloudpath system by navigating to the Configuration > Workflows screen.
2. Complete the workflow by adding a device configuration. Refer to Adding a Device Configuration to Your Workflow on page 60.

3. Publish the workflow by clicking the Publish icon to the left of the workflow name.

Testing the User Experience for SAML Shibboleth

1. Test the enrollment process by clicking on the enrollment portal URL for the workflow at the top of the Configuration > Workflows
screen.

When are you presented with the with the Welcome screen, click Start.

When you are presented with various branches of your workflow, navigate down a branch that uses the SAML authentication
server you just configured.

You are directed to the Shibboleth login page, such as the one shown in the following example:

FIGURE 23 Shibboleth Login During Enroliment

TESTSHIB

TestShib Identity Provider Login
Authenticating to urn:testsami:cloudpath:anna

Usemame. myself

Your name and password might be

Username Password
myself myself
(aiterego alterego
[superego |[superego

Disclaimer: Putting passwords on a login page Is usually a bad dea.

4. Enter your credentials for your Shibboleth server, then click Login.

5. If the SAML authentication is successful, you are returned to the Cloudpath system, where you can continue with the enroliment.

Using Gluu as the SAML Identity Provider

You can use a Gluu server with Shibboleth Version 3 as the IdP with the Cloudpath server.

A Gluu server is a fully certified OpenlD Provider that supports a number of OpenlD Connect specifications.

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using Gluu as the SAML Identity Provider
Adding a SAML Step To Your Workflow

Basic Tasks for Using Gluu

Configure SAML using Gluu as the IdP by performing the following tasks sequentially:
1. Adding a SAML Step To Your Workflow on page 31

Adding the Gluu SAML Authentication Server to the Workflow on page 32

Downloading the SAML Metadata for Gluu on page 36

Connecting to the Gluu Identity Service Provider on page 37

Publishing the Workflow for SAML Gluu on page 42

S T S

Testing the User Experience for SAML Gluu on page 42

Adding a SAML Step To Your Workflow

A SAML authentication server may be added to the workflow in place of a traditional Active Directory or LDAP server for authenticating
users.

Determine in which branch and in which step to add a SAML authentication server plug-in to the workflow. For example, in the default
workflow, you might create a split for Guests and Employees, and you could then use a SAML authentication server instead of the Active
Directory authentication server, as shown below.

1. Login to the Cloudpath user interface.
Go to Configuration > Workflows.

Click on a workflow (or create a new one) for which you want to configure SAML as the authentication server.

oD

Highlight the tab in the workflow where you want to add the SAML authentication-server step. In this example below, it is the
Employees tab.

FIGURE 24 Adding a SAML Step To Your Workflow

Properties Enroliment Process Look & Feel Snapshot(s) Advanced
-
Step 1 Require the user to accept the AP Acceptable Use Policy s X =
e
Step 2 Allmatches in: [Guests | | w2  Empiloyees P =
=%
2 Assign a den i t ra

5. With the Employees branch of the workflow highlighted, click the blue arrow to insert a step below the Guests/Employees split.

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Adding the Gluu SAML Authentication Server to the Workflow

Adding the Gluu SAML Authentication Server to the Workflow

1. Once you click the arrow to insert the SAML step, you receive the following prompt:

"Which Type Of Step Should Be Added?"

2. Select the button to authenticate to a traditional authentication server, as shown in the following screen:

FIGURE 25 Authenticate to a Traditional Authentication Server

Configuration > Workflows > Insert Step m m

Which Type Of Step Should Be Added?

Display an Acceptable Use Policy (AUP).

Displays a message to the user and requires that they signal thieir acceptance, This is normally used for an acceptable use policy (AUP) or end-user license
agreemeant (EULA)

. Authenticate to a traditional authentication server.

Prompts the userto authenticate to an Active Directory server, and LDAP server, RADIUS or a SAML server

Ask the user to name their device.

Pro’npls the user to provide a name for the device, with the option to reuse or delete previously enrolled devices. This may suggestthat old devices be
removed or may limit the maximum number of concurrent devices

Click Next.

If you have already defined an authentication server, you will get a prompt asking whether you want to reuse an existing
authentication server or define a new authentication server. Choose the radio button to define a new authentication server, then
click Next.

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using Gluu as the SAML Identity Provider
Adding the Gluu SAML Authentication Server to the Workflow

5. On the Authentication Server Configuration screen, select the Connect to SAML radio button:

FIGURE 26 Authentication Sever Configuration Screen

Connect to Active Directory

i Defaull AD Domisin:
i AD Host:
i ADDR:

i ADUsername Atiribule: SAM Account Name v

i Perform Status Check:

i Use For Adrmdn Logins:

i Use For Sponsor Logins: J

i Fam Authentication Tesi?

Connect to LDAP

Connect to RADIUS

L Connect 1o SAMIL

Use Onboard Database
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Using Gluu as the SAML Identity Provider
Adding the Gluu SAML Authentication Server to the Workflow

6. Complete the configuration. An example configuration is shown in the screen below, followed by field descriptions.

NOTE
You can click the

icons next to the field names to obtain the information required for each field.

FIGURE 27 SAML Configuration Fields for GLUU

» Connectto SAML
G A
i WP Metdata Type URL v
i WP Metadata UL hitps:/test117 cloudpath netidpsshibbaleth
L WP EntityiD https:/rest117 cloudpath.net idprshibbaleth
i SPEntitylD urmctestsami cloudpatn.Jer
SAML Attribute t ol Mappings
Attribate Mapping Templates:
I Username Atnitate uid
i/ Common Name Attribute chn
i AMilistion'Group Attribute memberOf
i Emall Attribate mall
i Firsi Name Atiribute an
i/ Last Name Attribute in
i City Attribute
I State Anribute st
i Country Attribute c
i OU Attribute o
i Distinguished Hame Attribute on
I Compary Attribute company
i Department Attribute department
Office Name Attribute physicalDelneryOficeName

e Required SAML Configuration section:

|dP Metadata Type: Use the URL option.

— |dP Metadata URL: Enter the URL, using your hostname. Example URL: https://test117.cloudpath.net/idp/shibboleth

— |dP EntitylD: Enter the URL, using your hostname. Example URL: https://test117.cloudpath.net/idp/shibboleth

—  SP EntitylD: Enter the string urn:testsaml:cloudpath:followed by your first name. For example: urn:testsaml:cloudpath:Jeff

e SAML Attribute to Enrollment Mappings: Click the inetOrgPerson/X.500 tab to automatically have the fields filled in.

e SAML Options (not shown in the screen shot above): Use all default settings.

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Adding the Gluu SAML Authentication Server to the Workflow

7. Click Next.
The Server Certificate Information screen appears:
FIGURE 28 Pin or Upload the Current Server Certificate
Configuration = Workflows > Insert Step o Back Next o
Server Certificate Information
Ta authenticats via 3 SAML kentity Provider (167, he systern naeds to know which I8P HTTP 281 sever centiieate to accepl.
[ - Pin the Current Server Certificate.,
P the curent server cardficale as a trusled cestificate. This is the quickest and easiest but must be updabed whan the certificate is renewead
Commen Mame:
Thumbgrint: = LIS
Valid Peod
asuad By
L
Lertificabe.
name of ihe LOWPS server candcale and to uplaad tha issuing CA. This provides the most resilent form of senver certificate vabdabion ang Joes not
ormalt e cartificale & renewed
8.

CA certificate for the SAML server (if you have that certificate). Whichever meth

You are returned to the workflow screen, as shown in the example below:

FIGURE 29 Workflow After SAML Has Been Configured as Authentication Server

You can leave the Pin the Current Server Certificate radio button selected, or you can select the other radio button and upload the

od you choose, click Next when you are done.

erties Enrellment Process el Snapshot(
mp  Insert Step Here
Step 1 & use eptthe ALF Acceptable Use Policy
-
olg Guests % "l- Employees
=
S Prompt the user for i s from Jeff SAML
=
Assign a device .

/s X B
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Using Gluu as the SAML Identity Provider
Downloading the SAML Metadata for Gluu

Downloading the SAML Metadata for Gluu

1. In the workflow, click the arrow (circled in red in the figure below) to download the SAML metadata, and save it to a local file:

FIGURE 30 Download Icon in Workflow for SAML Metadata

-

Step 3 Prompt the user for credentials from Jeff SAML s X ® @ i ]

2. You will need to copy the contents to a clipboard in upcoming steps. For now, you can open the metadata file using Notepad to
view the contents.

A snippet of what the metadata should look like is shown below:

FIGURE 31 SAML Metadata Snippet for GLUU

WaC//DTD XHTML 1.0 Strict//EN" "hRttp://www Wi, ord/TR/XRtmIL/DID/Xhtmll-strict dtd™>
Ruckus Wireless Inc. All rights reserved." -->

<!DOCTYPE html PUBLIC "-
<!-- Copyright 2006-2018

<!=-- Use of this software is subject to, and signifies acceptance of, the Terms and Conditions." --»
BE<html>
H<head>

IV="X-UA-Compatible' content='IE=EDGE; IE=10; IE=9; IE=8; IE=7;' />
EQUIV="Content-Type' content='text/html; sharset=utf-8' />
<META name='cpnPageName' content='gp-general-error' />
<title>Cloudpath ES</title>
<script type='text/javascript' src='/admin/resources/js/jguery-1.6.2.min.Jjs'></script>
<script type='text/javascript' src='/admin/resources/is/iguery-ui-1.8.16.custom.min.jg'></script>
<script type='text/javascript' src='/admin/rescurces/is/iguery.imesa.js'></script>
<script type='text/javascript' src='/admin/resources/is/imesa.js’'></script>
<script type='text/javascript' src='/admin/resocurces/is/iscolex.is'></script>
<script type='text/javascript' src='/admin/resources/is/cloudpath.js'></script>
<script type='text/javascript' src='/admin/resources/ds/iquery.ptTimeSelect.js '></script>
<script type='text/javascript' sre='/admin/resources/4s/svg.js'></script>
<script types='text/davascript' sro='/Jadmin/resources/is/dquery.sparkline.ds'></script>
<script types'text/davascript' sro='/admin/resources/4s/d3.v3.min.j3'></script>
<script type='text/javascript'>jscolor.dir="/admin/resources/images/jscolor/'</script>
<link type='text/gss' href='/admin/resources/css/custom-theme/jguery-ui-1.8.16.custom.g33' rel='stylesheet' />
<link type='text/cszsz' href='/admin/resources/cszs/cloudpath-base.gss' rel="gztylesheet' />
<link type='text/cszaz' href='/admin/resources/czs/cloudpath-accordion-menu.gss' rel='gztylesheet' />
<link type='text/gss' href='/admin/resources/gzs/cloudpath-accordion-standard.gss' rel='sgtylesheet' />

Dils sorep v it fama } T e I R T PN L P A N T Y ey letebrulackants
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Connecting to the Gluu Identity Service Provider

Connecting to the Gluu Identity Service Provider

1. Inabrowser, go to the URL of your Gluu server.

The Gluu login screen appears.

FIGURE 32 Gluu Login Screen

&gluu

usemame admin ]

Passwaord e

LOGIN

Gy, Inc. | Uss subject to MIT LICENSE

2. Enter your credentials, then click LOGIN.

The Gluu Welcome screen appears:

FIGURE 33 Gluu Welcome Screen

Welcome to your Gluu Identity Appliance 3.0.2!
FREE MEMORY FREE DISK SPACE SYSTEM UPTIME IP ADDRESS
16% 73% d) 52 days 20 hours 192.168.5.117
41 mins 12
seconds
Authentication Reguests
Login Successiul
3 by B cuccesstd Logn I Fasec Azemots
- Login Failed
4
i
20180124 20180125 201801-28 20180127 0180128 201801-29 201801-20
Last 7 days statistics 1 1 1]
TOTAL AUTHENTICATION REQUESTS TOTAL SUCCESSFUL LOGIN TOTAL FAILED LOGIN
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Using Gluu as the SAML Identity Provider
Connecting to the Gluu Identity Service Provider

3. On the left-side menu, click SAML > Add Trust Relationships.

The following screen appears:

FIGURE 34 Add Trust Relationships - Initial Screen

SAML » Add Trust Relationship # Tus! Redlatonships - Add Trus? Relationships
Release additional attributes Trust Agreement
GruPerson Display
- Name*
Description”
4
Entity Type* Entity type ¥
passadaa Metadata type v
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Using Gluu as the SAML Identity Provider
Connecting to the Gluu Identity Service Provider

4. Configure the following fields:
e Display Name: The hostname of your Cloudpath system.
e Description: Any description you want to enter. This field is required, however.
e  Entity Type: Select "Single SP" from the drop-down list.

e Metadata Location: Select "File" from the drop-down list, then click Choose File, and upload the metadata file that you
downloaded earlier.

The screen has now expanded and will appear like the figure shown below:

FIGURE 35 Add Trust Relationships - Expanded Screen

SAML » Add Trust Relationship # Trust Refationships - Add Trus! Retationships
Release additional attributes Trust Agreement
ghuuPerson Display

Name® annads.cloudpath.net

Description”  deecription here

Entity Type® Single SF b
Emal

Metadata N .
Email verdag Location® File

Ensilment coda Sp Metadata | Choose File | samibetaciata (1)xml

Fila *
SP Logout
e URL
b {optional)
D Configure o Configure RelyingParty
Relying Party [}

B
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Using Gluu as the SAML Identity Provider
Connecting to the Gluu Identity Service Provider

5. Continue by doing the following:

1. SP Logout URL (optional): You can leave this blank if you wish.

2. Configure Relying Party: Check the box, after which a green link of the same name appears.

a. Click the green link. The following screen appears:

FIGURE 36 Relying Party Configuration Screen - Selecting Add All

Relying Party configuration

SAML2AsbuteOery
SAMLZAMT R R ERclulion
SAMLIEED

b. Select Add All. The following expanded screen appears:

FIGURE 37 Relying Party Configuration Screen - Expanded Screen

Relying Party configuration

SAML 2 550 Profile Help

This prafile confguration
enables and configures the
SAML 2 550 profile.

g3

SAML 2 Artifact Resclution Profile Help

= Add =l I
— i SAMLAEriutetuery

o Fminove | SAMLZAR B IResciulin
SAMLIEED

SAML 2 $50 Profile Configuration

includeAttributeStatemeant =

assertionLifetime: 00000 =
signResponses: | condrional v |
signAssertions. | never r
signRequests: conditional *
encryptAssertions: condiional »
gncryptMamelds; never v

| Chocse Fie | Ho i chosen

SAML 2 Artifact Resolution Profile Configuration

c. Keep all the default selections, and click Save.

3. Released: Highlight New Trust Relationships, then click on any attributes on the left side of the screen that you wish to add for
user information. It is recommended to at least add the following: Username, Email, Display Name, First Name, Last Name,
and memberOf. After making your selections, click Add. The following screen example shows the attributes that have been

selected before clicking the Add button:

40
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Using Gluu as the SAML Identity Provider
Connecting to the Gluu Identity Service Provider

FIGURE 38 Selecting Additional Attributes

SAML» Update Trust Relationship # Trust Relabonships - Update Trust Relationships
Release additional attributes Trust Agreement | Associated contacts
ghiuPerson . p.
Display M annads.cloudpath.net
Birthdala -
| Description® description here
Country
4
Email “endhad ;
Entity Type* Single 5P r
Enrmilment coda
Pl T -a “Ehdmﬂ. File v
Gender, male or female Location’
MAF Data r Sp Metadata FAGAAETEDESE TEGRD0D 202 CI6SE 40006443 DAFIF .sp-metadala, xm|
File x
name e
Update public Chooss File | Mo fle chosen
| icate
y 5P Logout URL
Last Upcated ‘omlenall
cale Configure v Configure RelyingParty
Relying Party = e S
Higkle Name
e
Kxckname -
# Usemname x
+ Email x
+ Display Name x
+  First Name x
o+  Last Mame x
#  member0f x

COFII':!_'.I[IfE MetadataFiers

e [ | e

4. Click Activate. If successful, you should see a screen such as the following:

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using Gluu as the SAML Identity Provider
Publishing the Workflow for SAML Gluu

FIGURE 39 Addition of Attributes is Successful

@ shibboleth v3 configuration

updated successfully
: : s
SAML» Update Trust Relationship o u.“ yieEy
minutes before new settings are actually
T loaded and applied by Shibboleth
Release additional attributes Trust Agreement | Assocated contact maodule!
huuPerson i -
¥ Dizplay Name annads. cloudpath. net @ Relationship 'annads.cloudpath.net
Birhdale - updated successfully
Description”™ description here
Courilry
Email “VariSad
Emthy T/Re; Single SP v
Envilment coda
Metadata . ,
Gender, male or femals Location™ =
IMAF D Sp Metadata FASAAETEOESETEE2000202 COG5E40006 A4 3DASEF -sp-metadata. xml
Fila x
name
Update public Checsa File | Mo e chosen
e certificate
e 5P Logout URL
Las! Upcaled loﬂﬂﬂﬂm]
Liocak: Configure o Configure RelyingParty
Relying Party . E i
Middie Name
DT
Nxkrama -
4 Usemame x
+ Emall x
# Display Name 3
+ First Name x
# LastName »
# memberOf X
Configure MetadataFilters

5. Log out of the Gluu interface.

Publishing the Workflow for SAML Gluu

1. Return to the workflow on your Cloudpath system by navigating to the Configuration > Workflows screen.
2. Complete the workflow by adding a device configuration. Refer to Adding a Device Configuration to Your Workflow on page 60.

3. Publish the workflow by clicking the Publish icon to the left of the workflow name.

Testing the User Experience for SAML Gluu

1. Test the enrollment process by clicking on the enrollment portal URL for the workflow at the top of the Configuration > Workflows
screen.

2. When are you presented with the with the Welcome screen, click Start.

Configuring Cloudpath to Integrate With a SAML Authentication Server
42 Part Number: 800-71841-001



Using Google GSuite as the SAML Identity Provider
Basic Tasks for Using Google GSuite

3.  When you are presented with various branches of your workflow, navigate down a branch that uses the SAML authentication
server you just configured.

You are directed to the Gluu login page:

FIGURE 40 Gluu Login Page

&gluu

usemame admin ]

Passward -

Gy, Inc. | Use subject to MIT LICENSE

4. Log in with your credentials.

5. If the SAML authentication is successful, you are returned to the Cloudpath system, where you can continue with the enrollment.

Using Google GSuite as the SAML Identity Provider

You can use Google GSuite as the public SAML IdP with a tested Cloudpath configuration.

Users can sign in with their managed Google account credentials to enterprise cloud applications via Single Sign-On (SSO).

Basic Tasks for Using Google GSuite

Configure SAML using Google GSuite as the IdP by performing the following tasks sequentially:
1. Creating a Google Admin App on page 44

Adding a SAML Step To Your Workflow on page 49

Adding the Google GSuite SAML Authentication Server to the Workflow on page 50

Returning to Google GSuite Configuration on page 54

Publishing the Workflow for SAML Google GSuite on page 59

o o A~ 0N

Testing the User Experience for SAML Google GSuite on page 59

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using Google GSuite as the SAML Identity Provider
Creating a Google Admin App

Creating a Google Admin App

1. Login to (or create) a Google administration account at admin.google.com.

The Google administration console appears:

FIGURE 41 Google Admin Console Main Screen

= GOOgle Admin Q. Search fory oups, and settings (e.g. contact support)
Admin console (¥ H
o ¢
Create accounts for your team!
- Aad Users T2 Towr of Aderin conasic
NEXT

- = = = 3 &) T

Users Company profile Billing Apps Device management Suppart Dashboard
Add, renae, bl Update nformation Wiw chbegs b Masbge ppd a5 Thes Secwe torpadate dats Tl with ouf Bupgent S relavant naights
mansge users about your company mansge licenses settings on devices team BEOUE your Comain

2. Click Apps.
The Apps Settings screen appears:

FIGURE 42 Google Apps Settings Screen

Apps

AFPS SETTINGS

Marketplace settings u G
= oy

10 23 0 7

G Suite Additional Google services Marketplace apps SAI\%apps
Grnad, Calendas, Drive & more Blagging, photas, viden, social toals Mare ahoul Marketplace apps Marsge 550 anbrilser Provisianing
ang more

e sereizes arw g by pour  Suke IR i T S

agrermert Agiearnient whd Skl TS apsly. L Mo
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Using Google GSuite as the SAML Identity Provider
Creating a Google Admin App

3. Click SAML apps. The SAML Apps screen appears:

FIGURE 43 SAML Apps Screen

= Google Admin Q areh for users, groups, and settings (e.g. contect

Apps » SAML Apps —

S4rvices Status - Certificats
Boogle_ 2072821131348 _SAML2 0 .
f'i SAML to annad5 On for everyane 3%'. ..I.f £ :
Expires Aug 21, 2022
. l SAML 12 test110 0 for vteyane :
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Using Google GSuite as the SAML Identity Provider
Creating a Google Admin App

4. Click the + sign at the bottom of the screen to add a new SAML app (or, you can edit an existing one).

The Enable SSO for SAML Application screen appears:

FIGURE 44 Enable SSO for SAML Application Screen

Enable SSO for SAML Application

Sarvices Provisioning supported

SETUP MY OWN CUSTOM APP
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5.  Click SETUP MY OWN CUSTOM APP.

The Goodle IdP Information screen appears:

FIGURE 45 Google IdP Information Screen

Using Google GSuite as the SAML Identity Provider

Steplol §

6009[& 1dP Information

Choose from either option to setup Googl
config for the service provider, Learn mor

Option 1
SS0 URL

Entity 1D

Cariificate

Qption 2

IDF metadata

PREVIOUS

hitps:facoounts.googhe. com o/ sami2/idp?idpid=Col unb3s
hitps.ifaccounts. googie.com fol samiZfidped =G0 kinb3s

Google_2022-8-21-131348_SAML2.0

4 DOWNLOAD

£ 3 DOW&LOHD

CANCEL

be 33 your identity provider. Please add detads in the 550
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48

In the Option 2 portion of the screen, click DOWNLOAD to download the IdP metadata. Later on, you will need to copy and paste
this metadata into a field on a configuration screen in your Cloudpath workflow.

The following figure is an example of what this metadata looks like, after being opened in Notepad:

FIGURE 46 Google Metadata After Being Opened in Notepad

[ T ST T S e
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<da:ReyIn !olanl.nn
<da:KS05Data>

<de:K505Certificata ML mmalygnu VALK C SqGSIh.
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WuomazWTmm?MLﬁmmum-j Sdquijwag2a/ 9CHe Gkig
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ALTBAQCIDG fulkfLNadauY LRAL Ty2 028FazP Xz (1 YN NvTaATBayUvEr GLALEAU+ hEQAgnMH adT
FhZal+RHS IRGENSKT22 130} 07ZTEOhHwen TXnpI31 rsm:wnmmrwmm;ﬂsu
UHY+BqWTEBQTUnpCSUBYITE4 1 751 GHLYoVBG: £2PEAShVTANT xZapTfCTOPT2
mswnsuqammmmwmummws
afjum1mrww:oossﬂmjw;d. ®509Cestificator
<fda:x50%Data>
<fda:RayInfo>
H <fmd:FayDascriptory
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<md:SingleSignOnServicel d
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Configuring Cloudpath to Integrate With a SAML Authentication Server
Part Number: 800-71841-001



Using Google GSuite as the SAML Identity Provider
Adding a SAML Step To Your Workflow

7. Click Next.

The Basic Information for your Custom App screen appears:

FIGURE 47 Basic Information for your Custom App Screen

Step3of § x
Basic information for your Custom App
Please provide the basic information nesded to configura your Custom App. This information will be
wiewred by end-users of the application,
Application Nams *
Description
I
Upload laga ) cHoOSE FILE
PREVIOUS CANCEL  MNEXT

8. In the Basic Information for your Custom App screen, do the following:
a) Inthe Application Name field, provide a meaningful name.
b) Optionally, you can add a Description and/or use the Upload logo function.

c) At this point, you need to proceed to the "Adding a SAML Step To Your Workflow" below before you can proceed with the
screen above. However, keep the window open that contains the screen above, because you will be directed to return to this
screen.

Adding a SAML Step To Your Workflow

A SAML authentication server may be added to the workflow in place of a traditional Active Directory or LDAP server for authenticating
users.

Determine in which branch and in which step to add a SAML authentication server plug-in to the workflow. For example, in the default
workflow, you might create a split for Guests and Employees, and you could then use a SAML authentication server instead of the Active
Directory authentication server, as shown below.

1. Login to the Cloudpath user interface.

2. Go to Configuration > Workflows.

3. Click on a workflow (or create a new one) for which you want to configure SAML as the authentication server.

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using Google GSuite as the SAML Identity Provider
Adding the Google GSuite SAML Authentication Server to the Workflow

4.

5.

Highlight the tab in the workflow where you want to add the SAML authentication-server step. In this example below, it is the

Employees tab.

FIGURE 48 Adding a SAML Step To Your Workflow

Properties Enroliment Process Look & Feel Snapshot(s) Advanced
E
Step 1 the 1 acceptthe ALF Acceptable Use Policy
e
Step 2 All matches in %X 4 Employees
=
Result hssign a device confiquration andfor certifi

/s X =
5 E X B
,.

With the Employees branch of the workflow highlighted, click the blue arrow to insert a step below the Guests/Employees spilit.

Adding the Google GSuite SAML Authentication Server to the Workflow

50

1.

3.

Once you click the arrow to insert the SAML step, you receive the following prompt:

"Which Type Of Step Should Be Added?"

Select the button to authenticate to a traditional authentication server, as shown in the following screen:

FIGURE 49 Authenticate to a Traditional Authentication Server

Configuration

agresrment (EULA)

removed or ma

Which Type Of Step Should Be Added?

Ask the user 1o name their device.

= Workflows > Insert Step

Display an Acceptable Use Policy (AUP).

Displays a message 10 the user and requires thal they signal their acceplance. This is normally used for an acceplable use policy (AUP) or end-user license

L Authenticate to a traditional authentication server.

Prompts the user to authenticate to an Active Directory server, and LDAP servaer, RADIUS or a SAML server,

Prompts the user to provide a name for the device, with the option to reuse or delete previously enrolied devices. This may suggest that old devices be

y limnit the maximum number of concurrent devices

Click Next.
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Using Google GSuite as the SAML Identity Provider
Adding the Google GSuite SAML Authentication Server to the Workflow

4. If you have already defined an authentication server, you will get a prompt asking whether you want to reuse an existing
authentication server or define a new authentication server. Choose the radio button to define a new authentication server, then
click Next.

5. On the Authentication Server Configuration screen, select the Connect to SAML radio button:

FIGURE 50 Authentication Sever Configuration Screen

Connect to Active Directory

i Defaull AD Domisin:

] AD Host:

i AD D

AD Usernarme Attribute: SAM Arcount Name v

i Perform Status Check:

i Use For Adrmdn Logins:

Use For Sponsor Logins: J

i Fam Authentication Tesi?

Connect to LDAP

Connect to RADIUS

L Connect 1o SAMIL

Use Onboard Database
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52

6. Complete the configuration as shown in the example below (refer to the field descriptions after the screen):

NOTE
You can click the

icons next to the field names to obtain the information required for each field.

FIGURE 51 SAML Configuration Fields for Google GSuite

= Connect to SAML

Salnc! thig Option b0 DRabiy eNd-uiers o FUHINSCEID va 3 SAML 2.0 P

Required SAML Information

i1 WP Meldata Type Static XML *
WP Matadats XML <Pl verston="1.0" encoding="UTF-5" standalong="no"?
5
=M EniyDescnptor =
amifs md="urn o5 names i SAML 2 0 meladata®
i) WP EntitylD hitps:ifaccounts. google comia/samiZ fidpide COunbas
i SPEAtityID umclestsami:cloudpath; jeff

SAML Attribute to Enroliment Mappings

Aliribuie Magping Templabes: eduPersan InGomman reidrgPeron 500 Ganane

1) Usermame Atlsibule | RIS EIMAN

I/ Commaon Name Attribute cn

i1 AfmEation'Group Attribute group

i Email Attribuie emal

i Firgt Name Atlrible firsi_name

i Lkt M ATt |3sl_namc

i) Chty Atiribute ity

i State Attribute state
Countmy Atibute country

i) OU Adiribete ou

i Distinguished Name Altribute an

i Company Aftmibuto company

i Department Attribute depatment

¢ Required SAML Configuration section:

— |dP Metadata Type: Use the Static XML option.

— |dP Metadata XML: Copy and paste the google metadata that you downloaded in Figure 46 on page 48 into this field. Be
sure you copy the entire contents of the metadata file, but do not have any extra spaces.

— |dP EntitylD: Obtain this value from your downloaded metadata file. Look for the string "entitylD" near the top of the file.
That string is followed by an = sign and a URL in quotation marks. It is the value within these quotation marks that you
need to paste into this field. For example, in Figure 46 on page 48, the Entity ID = https://accounts.google.com/o/sami2?
idpid=c011unb3s

—  SP EntitylD: Enter the string urn:testsaml:cloudpath:followed by your first name. For example: urn:testsaml:cloudpath:jeff

e SAML Attribute to Enrollment Mappings: Click the Generic tab to automatically have the fields filled in.

e  SAML Options (not shown in the screen shot above): Use all default settings.
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Adding the Google GSuite SAML Authentication Server to the Workflow

7. Click Next.

You are returned to the workflow screen, as shown in the example below:

FIGURE 52 Workflow After SAML Has Been Configured as Authentication Server

Enroliment Process Look & Feel Snapshot(s Advanced

s Insert Step Here

~ Acceptable Use Policy S X =

e
X 4 Employees S = X =

=
Prompt the user for credentials from Jeff SAML S X O %

=

Assign a device configuration and/or certificats ra

8. Inthe SAML authentication server step (Step 3), click the "i" icon on the far right (shown in the previous screen, with red circle
around the "i").

The SAML Explained screen appears:

FIGURE 53 SAML Explained

SAML Explained m

FAML Behsvior tor Asasts TestBVT SAML -2
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Configuring Cloudpath to Integrate With a SAML Authentication Server
Part Number: 800-71841-001 53
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Returning to Google GSuite Configuration

9. Copy the bottom portion of this screen (highlighted below) and, optionally, paste it into a text file. You will need this information

later in the configuration process:

FIGURE 54 SAML Explained - Text You Will Need to Copy
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10. Proceed to the "Returning to Google GSuite Configuration" section.

Returning to Google GSuite Configuration

1. Back on your Google configuration, you left off at Figure 47 on page 49. Once you have entered an Application Name, click Next.

The Service Provider Details screen appears:

FIGURE 55 Service Provider Details

Primary Email

epdol§
Service Provider Details
Please provide service provider details to configure S50 for your Custorn App. The ACGS url and Entity
D are mandatony.
ACSURL*
Enlity 1D *
Start URL
Signed Response =]
Name ID Basic Infommation
Nama 1D Format UNSPECIFIED
PREVIOUS

CANCEL HEXT
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Using Google GSuite as the SAML Identity Provider

Returning to Google GSuite Configuration

2. Use the information from the SAML Explained screen to complete the Service Provider Details configuration, as shown and

described below:

FIGURE 56 Service Provider Details - Example Configuration

Service Provider Details

Phease provide service providar details to configure 550 for your Custom App. The ACS i and Entity

10 are mandatery,
ACS URL*
Enflity 1D *
Start UAL

Sigred Response

Hame ID

Hama 1D Format

PREVIOUS

hittps . annad5.cloudpath. netrenrolll Anna4 5Te S1BY

umnctestsaml cioudpathanna
https.annadS.cloudpath. netfenmolliAnnad 5TastBy”
O

Basic Iinformation * Primary Ermail

EMAIL

CANCEL NE@

e ACS URL, Entity ID, and Start URL: You obtain all three of these values from Figure 54 on page 54. Copy and paste each

value into the screen.

e Signed Response: Leave this box unchecked.

e Name ID: Be sure to use the "Basic Information" and "Primary Email" settings from the drop-down lists.

e Name ID Format: From the drop-down list, select EMAIL.

Click Next.

The Attribute Mapping screen appears:
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Using Google GSuite as the SAML Identity Provider
Returning to Google GSuite Configuration

FIGURE 57 Attribute Mapping Screen

ies 5 of x
Attribute Mapping
Frovide mappings between service provider attributes to svallable user profile fields,
ADD NEW MAPPING
PREVIOUS CANCEL FIMISH

3. Click ADD NEW MAPPING
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Using Google GSuite as the SAML Identity Provider
Returning to Google GSuite Configuration

4. The Attribute Mapping screen gets modified to allow you to enter information:

FIGURE 58 Adding Attributes in the Attribute Mapping Screen

S1ep 5 0f »
Attribute Mapping
Prowide mappings between service provider attributes to available user profile fislds.
Sebect category Seloct uzar field
L
ADD NEW MAPPING
PREVIOUS CANCEL  FINISH
The following table lists the attributes and their corresponding settings that you need to add.
TABLE 2 Required Attributes
Name of Application Attribute Select Category drop-down list Select User Field drop-down list
username Basic information Primary Email
first_name Basic information First Name
last_name Basic information Last Name
dn Basic information Primary Email
department Employee Details Department

5. Inthe left-most column of the Attribute Mapping screen, enter the name of the first attribute, which is username, then select the
following from the two drop-down lists:

a) From the Select category drop-down, select Basic Information.

b) From the Select user field drop-down, select Primary Email.

Configuring Cloudpath to Integrate With a SAML Authentication Server
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Using Google GSuite as the SAML Identity Provider
Returning to Google GSuite Configuration

6. Once you have completed your first entry, click ADD NEW MAPPING again, and repeat the process until you have added all the
mappings that are shown in the previous table as well as in the following screen:

FIGURE 59 Attribute Mapping Screen Completed

At:tfibute Mapping

uSbmand Basic information

first_rame Basic information

[N Basle information
dn Basie Information
dipartment Employes Details
ADD NEW MAPPING

PREVIOUS

Frovide mappings between service provider attributes to svallable user profile fields,

Primazy Emad

First Name

Ligt Narne -

Primary Ernail

Department

CANCEL

Fi

ISH

7. When you have added these attributes as shown above, click FINISH.
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Using Google GSuite as the SAML Identity Provider
Testing the User Experience for SAML Google GSuite

8. Make sure that the SAML App you have created is "On for everyone," as shown in the Status column on the following example
screen. You can use the three vertical buttons on the right side of the screen to toggle this setting.

FIGURE 60 SAML App On for Everyone

Leading...
= Google Admin Q, search for users, groups, and settings (€.g. CONLBGE SUPRGI L)

Apps » SAML Apps L 7
Services Status - Certificaty

Google_2072-8-21-131348_SAML2 O

SAML 1o 300345 On fox .
f‘l adheitat i b Expires hug 21, 2022

_;‘l SAML 12 test110 On for dviryans

9. Log out of the Google interface.

Publishing the Workflow for SAML Google GSuite

1. Return to the workflow on your Cloudpath system by navigating to the Configuration > Workflows screen.
2. Complete the workflow by adding a device configuration. Refer to Adding a Device Configuration to Your Workflow on page 60.

3. Publish the workflow by clicking the Publish icon to the left of the workflow name.

Testing the User Experience for SAML Google GSuite

1. Test the enrollment process by clicking on the enrollment portal URL for the workflow at the top of the Configuration > Workflows
screen.

When are you presented with the with the Welcome screen, click Start.

When you are presented with various branches of your workflow, navigate down a branch that uses the SAML authentication
server you just configured.

You are directed to the Google login page.

4. Log in with the your Google administrative credentials.
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Adding a Device Configuration to Your Workflow

5. If the SAML authentication is successful, you are returned to the Cloudpath system, where you can continue with the enroliment.

Adding a Device Configuration to Your Workflow

Be sure you have added a device configuration step before publishing the workflow.

1. In the workflow, click Assign in the Result step:

FIGURE 61 Assigning a Device Configuration to Your Workflow

Properties Enroliment Process Look & Feel Snapshot(s) Advanced

m  Insert Step Here

Step 1 Require the user to accept the AUP Acceptable Use Policy S X =
s

Step 2 Allmatches in. |Guests | | s 5 Employses S = X =
=

Step 3 Promptthe user for credentials from Jeff SAML S X O 2 0
=Y

Result Assign a device configuration and/or certificate /7
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Adding a Device Configuration to Your Workflow

2. Next, you can either select an existing device configuration from the drop-down or you can add a new device configuration. In the
example below, an existing device configuration is selected to move the user to an already configured secure network during the

enrollment process.

FIGURE 62 Using an Existing Device Configuration for Your SAML Workflow

Configuration > Workflows > Result m m

Which device configuration should be used?

*  An existing device configuration.

Configure the user using an existing confi

Device Configuration: HQ1-Jeff v

A new device configuration.

Click Next.
3. Select the radio button to create a new certificate template, as shown below, then click Next.

FIGURE 63 Creating a New Certificate Template for Your Workflow

Configuration > Workflows > Result Cancel m

What certificate template should issue the cerificate?

An existing cenificate template.

ng cerificale template

* A new certificate template,

Creale a new cerlificate template, which specifies the attnbutes ofthe certificate issuad to the user

Do not issue a certificate to the user.

4. On the next screen, called "Which CA should sign the certificates?", click Next.

Configuring Cloudpath to Integrate With a SAML Authentication Server
Part Number: 800-71841-001




Adding a Device Configuration to Your Workflow

5.

In the Manage Templates > Create screen, in the "Username Decoration" section, select the bottom radio button, then edit it
accordingly to denote that it will be used for your SAML authentication. See the figure below for an example:

FIGURE 64 Editing Username for a SAML Certificate Template

i Username Decoration: username@byod.company.com
usernameZcontractor.company.com
username@faculty. company.com
username@guest. company.com
username@iL.company.com

username@student.company.com

® | username@sam|.company.com

i Grant Access Unfil: L Years v afterizsuance

i Configure Advanced Options:

Click Next.

When you are returned to your workflow, make sure that your device and certificate template configurations appear as part of the

result step.

The screen below shows an example, based on the selections shown in the previous steps:

FIGURE 65 Workflow Example After Completing Device Configuration

Enrollment Process
-
F Acceptable Use Policy

=3
¢ X 4 Employees Vd

=-»
Prompt the user for credentials from Jeff SAML S X

=-»

HQ1-Jeff 2nd assign cerificate using username @ saml.company

I+
=)

Return to the SAML section that referred you to this device configuration section. You will be instructed to publish your workflow.
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